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Abstract 

This paper describes IEC CIM architecture and demon-
strates how this architecture fits into Smart Grid architectur-
al principles: loose coupling, shallow integration and lay-
ered approach. The CIM architecture is traced back to 
UN/CEFACT modeling methodology, Zachman formal ar-
chitectural framework and Open-EDI model to ensure re-
usability and repeatability of its design solutions. It maps 
the CIM architecture layers with the Interoperability 
Framework to illustrate the interoperability character of the 
architecture. 
 
To demonstrate how the above architecture works in prac-
tice to achieve interoperability, the paper describes Interna-
tional IEC CIM Interoperability test in March this year es-
pecially concentrating on the testing of IEC 61968 interfac-
es. Multiple vendors: TIBCO, Oracle, Alstom, IBM, Tel-
vent, GE, Siemens and others were interoperating by im-
plementing CIM compliant SOA based integration. 

1. INTRODUCTION 
 
Smart grid is about an automated optimization of the elec-
tricity delivery system including all its components: central 
and distributed generation, high voltage network and distri-
bution system, energy storage installations, end-use con-
sumers and their appliances, electric vehicles and other 
household devices. It is characterized by bi-directional flow 
of energy and the information. Automated optimization of 
smart grid requires large amount of information to be col-

lected, exchanged and processed. Successful implementa-
tion of smart grid involves the collaboration of multiple 
technologies such as electricity, communication, Internet 
and computing. One critical goal of the smart grid is to ena-
ble new technologies and support new business models as 
they evolve. 
 
Such a goal requires a flexible integration architecture fol-
lowing principles of loose coupling, layered systems and 
shallow integration. As greater investment is made in the 
deployment of more smart grids and to addressing smart 
grid goals, standards will play a critical role both in protect-
ing that investment and enabling interoperability between 
the millions of components that will have a role in future 
smart grids. The International Electrotechnical Commission 
[IEC] 61970 and 61968 series of standards, collectively 
known as the Common Information Model [CIM], have 
emerged as one such set of standards critical to smart grid.  
 
Section 2 of this paper describes the main components of 
CIM architecture and illustrates how CIM architecture fits 
into smart grid architectural principles. Section 3 traces CIM 
back to other architectural frameworks such as 
UN/CEFACT electronic business modeling methodology, 
Zachman enterprise architecture framework and ISO Open-
EDI reference model. This is to demonstrate how CIM ar-
chitecture has re-used components of the above models to 
ensure robust and reliable framework which can satisfy 
smart grid requirements.  
 
Implementation of the above architectural principles is 
demonstrated in CIM IOP in March 2011. Section 4 talks 
about this CIM interoperability test in general while Sec-
tions 5 and 6 offer the details of the CIM IOP reflecting 
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especially to Maximo and webSphere implementation of 
tested CIM compliant integration.        
 

2. IEC CIM ARCHITECTURE 
IEC Technical Committee TC57 CIM architecture [Figure 
1] is built into the core of smart grid architecture principles. 
It is a layered architecture which ensures implementation of 
standard methodology at each layer. Both information and 
context layers are semantic with the defined rules for trans-
lation to the implementable physical syntax. The architec-
ture supports composition by allowing for bridging and ex-
tensions; therefore, it prevents a need for a universal data-
base.  
 

 
Figure 1 CIM Layered Architecture 
 
Clear semantic definition of an interface which provides for 
conceptual understanding of exchanged information, allows 
for loose coupling as enables two or more integrating sys-
tems to interoperate without elaborate pre-arrangements. 
CIM compliant integration provides for minimum 
knowledge included in the message (shallow integration) 
thus enhancing value of composition. Common components 
of the integration for similar business processes are realized 
by common messages.  
 
Service-Orientated Architecture (SOA) with Web Services 
providing concepts to define self-contained services in 
loosely-coupled system architecture was the chosen CIM 
integration architecture implemented in the IOP. The main 
characteristic of the CIM-compliant SOA implementation is 
a semantic built in Web Service Definition Language 
(WSDL) which enables an easy integration. Predefined 
WSDL provides product vendors with a contract to build 
against. This has enabled multiple vendors across countries 
and continents to interoperate by exchanging these messag-
es, understanding their meaning and reacting to these mes-
sages appropriately. 
 

IEC TC57 Working Group 14 is concerned with develop-
ment of the IEC 61968 standard interfaces for distribution 
management. This includes network operations (Part 3), 
records and asset management (Part 4), work management 
(Part 6), customer support (Part 8) and meter read and con-
trol (Part 9). While the distribution management functionali-
ty is divided into the functional groups to facilitate stand-
ards development the standard interfaces span across the 
functional groups as well. 
 

3. CIM AND OTHER STANDARDS 
As a utility enterprise integration standard, CIM architecture 
draws from other electronic commerce and enterprise archi-
tecture methodologies. 
 
Early standardized electronic data interchange models in-
clude ISO/IEC Open-EDI Reference Model illustrated in 
Figure 2.  
 

 
Figure 2 Open-EDI Reference Model - ISO /IEC 14662 
 
Open-EDI Reference Model consists of two main views: 
Business Operational View (BOV) describing business as-
pects of business transactions and Functional Service View 
with information technology aspects of business transac-
tions. BOV provided business context and information se-
mantic of the message exchange. Functional service View 
has on the other side, provided technology implementation 
of the message exchange. There could be multiple technolo-
gy implementations for the same business context. 
 
UN/CEFACT modeling methodology (UMM) is the formal 
methodology for describing any Open-EDI scenario as de-
fined in ISO/IEC 14662, Open-EDI Reference Model. The 
UMM provides a procedure for modelling collaborative 
business processes involving information exchange in a 
technology-neutral, implementation-independent manner. 
The UMM layered architecture consists of three layers: 
Business Domain View, Business Requirements View and 



 

Business Transactions View. All three layers correspond to 
Business Operational View of Open-EDI model.  
 
Drawing a parallel with CIM, the semantic information lay-
er and contextual layer from CIM correspond to the BOV. 
Similar to Open-EDI and UMM, CIM has a clear separation 
between semantic and syntactical layer allowing for multi-
ple technologies being implemented for a single logical de-
sign. 
 
In Figure 3, it is illustrated how Zachman formal enterprise 
architecture framework relates to Open-EDI and UMM 
frameworks. From the diagram it can be seen that there is 
almost one to one relationship between Zachman  
architecture layers and UMM layers: context layer corre-
sponds to Business Domain View, conceptual layer corre-
sponds to Business Requirements View while logical layer 
corresponds to Business Transactional View. All three of 

them are part of Open-EDI Business Operational View. 
These layers deal with semantic description of the problem 
and there is no technology involved. Similarly, CIM layers 
semantic information and platform independent context, 
model the solution in technology neutral manner.  
 
Functional Service View of Open-EDI corresponds to the 
CIM Syntactical layer. The clear rules exist for translation 
between semantic and syntactic layers. This ensures the 
repeatability and re-usability of all the above collaboration 
architectures. 
 
CIM defines multiple different technologies for CIM com-
pliant integration. Among them, at this stage the most used 
is SOA with CIM compliant web services to which vendors 
can build their interfaces.   
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Figure 3 Zachman architecture overlaid with UMM and Open-EDI

4. SMART GRID STANDARDS IOP TESTING 
As indicated in the above perspective, it is not just the 
standard that is important for interoperability, but also the 
testing process performed on the standards.  This requires 
more than just testing for standards conformance of single 
products or applications. Looking at the Gridwise 
Interoperability context-setting framework in Figure 4, it 
is clear that interoperability has meaning at multiple 

levels and testing could be performed at many levels 
depending on the standard.  
 
 
The CIM standards can be aligned to provide both syntac-
tic and semantic interoperability. While, using the stand-
ards gives the systems/application both an understanding 
of data structures for the messages being exchanged, it 
also provides an understanding of the concepts contained 



 

in those messages. These are clear rules that govern the 
format or structure of information, and the definition or 
relationships of that information. CIM interoperability 
testing proves the ability of two or more sys-
tems/applications to successfully integrate with each oth-
er.  

 
Figure 4 GridWise Interoperability Framework 
 
As noted, interoperability testing for the CIM standards 
has already started on both the transmission and distribu-
tion side. The UCA IOP tests that took place in 2011 pro-
vide a good example for approaching such testing. The 
objectives of this interoperability event was to show that 
the participants could exchange messages or models using 
the IEC 61968 Part 3, 4, 6, and 13 standards through the 
integration patterns outlined in IEC 61968 Part 1. Service-
Orientated Architecture (SOA) with Web Services provid-
ing concepts to define self-contained services in loosely-
coupled system architecture was the chosen CIM integra-
tion architecture implemented in the IOP. The main char-
acteristic of the CIM-compliant SOA implementation is a 
semantic built in Web Service Definition Language 
(WSDL) which enables an easy integration. Predefined 
WSDL provides product vendors with a contract to build 
against. This has enabled multiple vendors across coun-
tries and continents to interoperate by exchanging these 
messages, understanding their meaning and reacting to 
these messages appropriately. The remote infrastructure 
approach employed in this testing lead to reduced partici-
pation costs. This allows multiple participating systems to 
connect remotely and show they are generating or con-
suming a 61968 based message, thus validating interoper-
ability and compliance to the specified IEC 61968 mes-
sages. Not only does this successful testing move the in-
dustry towards the notion that these 61968 standardized 
messages are complete, correct, and ready for real world 
use, but it also serves to bring multiple key parties togeth-

er to define business processes, the appropriate test con-
text, and potentially identify issues, updates, or correc-
tions that can be fed back into the standard.  
 

5. CIM IOP - MAXIMO 
 
The IBM Maximo for Utilities application enables elec-
tric, gas and water utilities to efficiently and effectively 
manage their assets. Maximo contains modules for asset 
management, work management, crew management, and 
many other functional capabilities needed for comprehen-
sive asset lifecycle and maintenance management. As 
with many enterprise systems, utilities will often have use 
cases that require the integration of Maximo to external 
systems. Whether to extract detailed asset information or, 
as was the case addressed in the CIM IOP tests, to initiate 
an action (i.e. maintenance work) on a specific asset.   
 
To support standards based integration with external ap-
plications, a core and essential component used in the 
CIM IOP implementation is the Maximo Integration 
Framework. The framework architecture is made up of 
highly flexible components which provide the SOA tech-
nologies for data, transport, and communication necessary 
to expose Maximo content. Core to the integration 
framework, Maximo uses what are known as object struc-
tures to define the common data layer for all inbound and 
outbound data. The object structures are the basis to pub-
lish, query, add, update, and delete Maximo data via 
channels (for outbound transactions) and/or services (for 
inbound transactions). Out of the box, the framework in-
cludes predefined content for integration to some com-
mon business objects. As well as a tool kit to extend or 
define new integration content and integration points, 
along with support to transform integration content using 
tools like XSL and Java. To meet the varying integration 
requirements of external applications, the framework can 
be quickly configured and customized to support multiple 
integration approaches. As shown in figure 5 below, the 
integration framework facilitates scalable data exchange 
in real time or batch mode, synchronously or asynchro-
nously over a variety of communication protocols, includ-
ing: Web services, HTTP,  JMS,  and flat files. It is this 
robust framework, with its highly flexible and customiza-
ble components that provide support for industry stand-
ards like the CIM.  

 



 

 
Figure 5 Maximo Integration Framework 
 
The use cases chosen for CIM IOP testing centered 
around having an external system initiate a work request 
on a particular asset (for example, a DMS requests 
maintenance work on a transformer). This integration 
requires Maximo to accept and process inbound request 
data. The integration framework can facilitate inbound 
data exchange asynchronously or synchronously with 
three types of services: object structure, enterprise, or 
standard service. Of these three inbound services, Enter-
prise services differ in that they have support for addi-
tional content processing, business rules, and transfor-
mations. As such, they were the component used in the 
implementation for the CIM IOP test.  Enterprise web 
services allow users to define a single service for each 
operation that is to be exposed by the framework. For the 
CIM IOP, a 'create' operation is defined to allow the ex-
ternal systems to request a new work order be defined in 
the system. The interested external system can call the 
enterprise service either asynchronously (XML over 
HTTP Post, web service over JMS, Direct JMS connec-
tion, etc) or synchronously (XML over HTTP Post, web 
service, etc). The framework uses the Apache Axis 2.0 
engine to expose WS-I Basic Profile compliant web ser-
vices.  
 
However, since the inbound data is in the CIM XML for-
mat for a 'CreateWorkRequest' message and not in a na-
tive Maximo object format, the enterprise service needs to 
implement a data processing layer to transform and apply 
business processing rules before it reaches the system 
objects. Figure 6 depicts the synchronous enterprise ser-
vice processing activities (though not every activity ap-
plies to every message transaction), which enable the 
framework to map the external CIM XML schema to the 
object structure XML for both the invocation and the re-
sponse.   
 

 
Figure 6 Enterprise Service Processing Flow 
 
When the inbound request message enters the enterprise 
services processing flows, the framework can be config-
ured to use various tools for customizing the message and 
framework behavior: 

◦ The processing rules engine can filter and 
transform the XML message. 

◦ The user exit Java classes can filter, transform 
data, and implement business logic.  

◦ The data processing Java classes can filter, 
transform data, and implement business logic.  

◦ The XSL Maps can transform data and perform 
mapping of the XML message to another for-
mat. 

By extending predefined exit classes, users can modi-
fy/interact with the message at different points in the in-
bound/outbound processing. Looking specifically at the 
technique used in the CIM IOP implementation, the en-
terprise service has a place holder to implement an XSL 
file and to manipulate the data to be set to the object 
structure after the Java exit processing is completed. In 
this case, the framework needs to transform the Work 
Request format to the Maximo Work Order format.  The 
XSL excerpts shown in figure 7 demonstrate how the 
message is translated within the process flow.  
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Figure 7 Inbound XSLT Sample 
 
The XSL includes rules for basic mapping of the neces-
sary fields from Work Request inbound message to a 
Work Order object representation in Maximo. For exam-
ple, the work type for the new work order is picked up 
from the 'kind' field and the work order priority from the 
'priority' of the Work object in the CIM WorkRequest 
message. There is also the ability to do more than simple 
mapping, the XSLT can do conditional mapping of cer-
tain fields in the Maximo Work Order business object 
based on values set in the incoming message. For CIM 
IOP, the XSLT inspects the 'kind' field from the 
TimeSchedules object of the incoming  message. If that 
value is set to 'estimate', then the work order scheduled 
start and finish time fields are filled in. If the value is 
equal to 'request', then the target start and finish dates are 
filled instead. Aside from the XSL, Java processing clas-
ses are also implemented to provide extra business logic 
for the processing flow. Within these classes, we can 
check that the incoming message have either a valid asset 
identifier (MRID) or a valid location identifier (MRID). 
This is necessary since a work order can only be created 
on an asset or location that currently exists within the 
Maximo system. All of these processing rules can be cus-
tomized to meet the integration requirements and agree-
ment between the systems being integrated. 
 
Although not shown directly in the CIM IOP, there are 
also use cases for enabling Maximo to send information 
to external systems. For example, after the work request 
has been created, enabling Maximo to notify the external 
system of status changes on that specific work request. 
The integration framework can facilitate this outbound 
data exchange asynchronously (through JMS queues) 

using publish channels or synchronously (through a direct 
connection) using invocation channels. Both of these out-
bound channels allow users to customize the integration 
to meet external system requirements for content format 
and communication protocol. For example, users can use 
the integration framework to notify the DMS system us-
ing web services when a work order it initiated is com-
pleted. Through event based integration, the framework 
can send updated work order notification in the format of 
a CIM CreatedWorkRequest message. 
 

 
Figure 8 Publish Channel Processing Flow 
 
Figure 8 above showcases the processing flow for asyn-
chronous publish channels. Using a registered listener, an 
object event triggers the publish channel for a object 
structure (i.e. Maximo work order object). At which point, 
similar processing takes place as identified earlier for the 
enterprise service (processing rules, user exists, data pro-
cessing classes, and XSL maps) to send the updated data 
to an external system. Once the processing flow com-
pletes, the framework places the message into the queue, 
where a system cron task picks up the message and sends 
it to an external system via a configured endpoint. The 
endpoint identifies the protocol to use (such as HTTP or 
Web services) and other property values (such as URL, 
user name, and password). As shown earlier, the integra-
tion framework provides multiple optional place holders 
within the outbound transaction flow to customize the 
publish channel. Processing rules can access, evaluate or 
change the values in XML and object fields, object sets, 
and integration and system controls. XSL files can be 
used to map publish channels to custom user-defined for-
mats, manipulating the data that is sent to the external 
system after the Java exit processing completes. As with 
the enterprise service, the XSLT can be as simple or com-
plex as needed to meet the integration requirements. Fig-
ure 9 depicts a portion of the XSLT used in the publish 



 

channel to convert Maximo Work Orders to CIM Work 
Request messages.  
 

 
Figure 9 Outbound XSLT Sample 
 
This is just a small view at the capabilities of the Maximo 
integration framework to integrate with external systems. 
The implementation route used for the CIM IOP may or 
may not suite all the requirements of a full scale imple-
mentation. However, combining the ease of configuration 
via the Maximo web interface along with the flexibility 
and capabilities of the integration framework will allow 
utilities to meet their integration scenarios and require-
ments. More detailed information can be obtained from 
the Maximo information center and referenced material. 
There are also sample Java classes or XSL files that can 
be downloaded from the IBM Service Management (ISM) 
community. 

6. CIM IOP – WEBSPHERE  
 

The IBM WebSphere BPM product suite provides a flexi-
ble and robust solution for integrating applications and 
human tasks. Included in the IBM WebSphere BPM 
product family is WebSphere ESB. As shown in Figure 5 
below, the UCA IOP test topology included an Enterprise 
Service Bus (ESB) to provide a central connectivity solu-
tion for the IOP participating applications.  
 

 
Figure 5 - UCA IOP Test Topology 

During the IOP tests last March IBM’s WebSphere ESB 
integrated Energy and Utility applications exchanging 
IEC 61968 Part 3 (Interfaces for Network Operations) and 
IEC 61968 Part6 (Interfaces for Maintenance and Con-
struction) messages. 

Why Enterprise Service Bus 

ESBs are the means by which SOA-based organizations 
connect service consumers with service providers, ena-
bling them to route service calls, transform messages, 
mediate between protocols and distribute business events. 
In fact, ESBs are an excellent tool for helping organiza-
tions move closer to some of the broader goals of an 
SOA, including reuse, visibility, flexibility and business 
alignment. The ESB is unquestionably an essential com-
ponent of the SOA. Without it enterprises are faced with 
issues, including:  

Duplicated connectivity efforts—Lacking the ability to 
reuse services in an SOA, IT is perpetually relegated to 
rewriting code and duplicating transformation efforts.  

One-off and custom connections—Instead of connecting 
service providers and consumers through an ESB, appli-
cations must be connected point-to-point—and hard-
coded.  

Lack of control—Service connections and transfor-
mations, rather than streamlined through an ESB, are 
haphazard due to the point-to-point connectivity. 

IBM WebSphere ESB  
 
WebSphere ESB manages the flow of messages between 
service requesters and service providers. Mediation mod-
ules within the ESB handle mismatches between re-
questers and providers, including protocol or interaction-
style, interface and quality of service mismatches. In an 
SCA-based solution mediation modules are a type of SCA 
module. The mediation modules perform a special role, 
and therefore have slightly different characteristics from 
other components that operate at the business level. 
 
WebSphere ESB provides a flexible connectivity infra-
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structure for integrating applications and services.  
It supports advanced interactions between service end-
points on three levels: broad connectivity, a spectrum of 
interaction models and qualities of interaction, and media-
tion capabilities. The product supports connectivity be-
tween endpoints through a variety of protocols and appli-
cation programming interfaces (APIs): 
 

 Java Message Service (JMS) 1.1. Applications 
can exploit a variety of transports, including 
TCP/IP, SSL, HTTP, and HTTPS.  

 WebSphere ESB supports Web services stand-
ards that enable applications to make use of Web 
service capabilities. 

 SOAP/HTTP, SOAP/JMS, WSDL 1.1  
 UDDI 3.0 Service Registry, through the Web-

Sphere Integration Developer  
 WS-* Standards including WS-Security, WS-

Atomic Transactions 
 
WebSphere ESB powers the SOA by reducing the com-
plexity of integrating the applications and services. It in-
tegrates seamlessly with existing SOA and BPM plat-
forms.  
 
Along side WebSphere ESB is the WebSphere Registry 
and Repository promoting service reuse with control. And 
finally, WebSphere Integration Developer providing de-
veloper’s with a visual and pattern-based mediation au-
thoring tool. 
 

 
Figure 6 - WebSphere Enterprise Service Bus 

 

 

 

 

IEC CIM Industry Standards Data Models 

There has been an increasing need for Energy and Utility 
companies to exchange information on a regular basis 
between applications inside and outside the enterprise. 
The use of proprietary data formats creates the need to 
develop complex adapters and wrappers to transform the 
data exchanged between applications.  For these reasons, 
utility companies and their software vendors are investi-
gating the use of the International Electrotechnical Com-
mission (IEC) Common Information Model (CIM) to 
manage the complexity of application interoperability. 
 
The adoption of the CIM Data Models simplifies the in-
teroperability between diverse applications and benefits 
future use of business rules, security, and overall service 
governance. Utility companies are defining a gradual and 
controlled CIM adoption roadmap and using an ESB as a 
single connectivity point. 
 
To ensure compliance with the CIM standard, utility 
software vendors and utility companies have to be certi-
fied by the IEC CIM working group by participating in a 
semi-annual interoperability test.   

In March 2011, one of the interoperability scenarios in-
cluded the integration of multiple DMS systems with IBM 
Tivoli Maximo. As an example of the UCA IOP test case 
scenarios, a DMS system sent a request to IBM Tivoli 
Maximo to create a new work order based on a transform-
er asset alarm.  The work request, as it traveled through 
the WebSphere ESB, was shown to the UCA IOP test 
witnesses using the WebSphere ESB Common Event In-
frastructure capabilities.  The response from IBM Tivoli 
Maximo was sent to the DMS system via WebSphere 
ESB and shown to the test witnesses. 

The UCA IOP test witnesses were able to review IEC 
61968-6 Work request and response messages in Web-
Sphere ESB to ensure both DMS and WMS were CIM 
compliant.  



 

 

 

Figure 7 - IEC 61968 - 6  - "WorkRequest" Message 

In summary, energy and utility companies are designing 
their integration topology to provide flexibility and an 
easy interoperability between systems based on an ESB 
connectivity pattern.  Energy and Utilities companies can 
achieve efficiencies in skills, cost, and time-to-value 
across middleware products by adding WebSphere ESB 
to their standards-based IT environment. 

7. CONCLUSION 
An interesting two way relationship has developed be-
tween standards and smart grid: standards are enabling 
smart grids and smart grids are the catalysts for stand-
ards (and their acceleration to maturity). Smart grid re-
quires repeatable and re-usable architecture to achieve 
interoperability of the large number of its components.  
CIM architecture draws from other architectural concepts 
including Open-EDI, UN/CEFACT and formal Zachman 
enterprise architecture framework and offers the integra-
tion solution to smart grid. In the CIM acceleration to 
maturity, interoperability tests are almost inescapable. Not 
only does this successful testing move the industry to-
wards the notion that these 61968 standardized messages 
are complete, correct, and ready for real world use, but it 
also serves to bring multiple key parties together to define 
business processes, the appropriate test context, and po-
tentially identify issues, updates, or corrections that can 
be fed back into the standard. This test verified that stand-

ard interpretation is shared making the implementation of 
each participating vendor work with the others in the net-
work, showed the compliance of the implementation and 
therefore provided utilities with a selection guide to a 
number of suppliers.  

8. FURTHER DEVELOPMENTS 
Although CIM Interoperability test in March this year was 
a great success and demonstrated how multiple vendors 
can interoperate using CIM compliant integration, the test 
covered only limited functionality for which the standard 
messages were developed. The challenge in front of the 
industry is to develop more comprehensive CIM compli-
ant messages that will cover majority of the utility re-
quirements for integration. This and the follow up in-
teroperability testing events to test and confirm developed 
messages are the major activities required in the wider 
implementation of CIM compliant integration for smart 
grid.  
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