Grid-Interop

Smart Grid Cyber Security in the Trenches

Efrain Gonzalez
Southern California Edison

D#Gridlnterop



SmartConnect™

SOUTHERN CALIFORMNIA

ion EDFSON INTERNATIONAL® Com

& SCE.com Log In

User Name:

Password:

D Remember Me IEEe e

Forgot your password?
MNew user? Learn more |

Registar

Customer Service
About My Account
[ Billing & Payment
[Z Move Center
|| Edizon SmartConnect™
About Edizon
SmartConnect™
Benefits to You
Your Installation Day
A Video Channel

EDISON

J _I SCE - Helping You Make Smarter Energy Cho... | + |

Home : About SCE : Qutage Center : Contact Ug : My Account |Search

Residential @ Business Custamaear Enviranment Cammunity Safaly
- Bervice E
Hnme = Cistnmer Service = Fdiron SmartCannsct™

Edison SmartConnect™

Helping You Make Smarter Energy Choices

Going Smarter EREITELEEUETGTREE T EYX M ET 1T

3,466,000+

Smart meters now installed.

Reading The Meter

W P 0B

s =g
Learn more >>

L} #Gridinterop

Phoenix, AZ, Dec 5-8, 2011

Grid-Interop 201%



Security Lessons Learned

* Nothing but the best security will do

o Security must be built in; not bolted on
* NO security silos
* No lock-In
 Don’t give up
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SCE’s Smart Grid Architecture

Central Services (Data Center) Internet Services
Analytics and Visualization Services “* Mobile Apps Services
% 3rd Party Services
Smart Grid Control Services

Measurement and Validation Services
Consumer Services

Enterprise Services < Residential Services
Integration Services (Operational Service Bus) % Commercial & Public Services

Distribution Services
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%+ Capacitor Services
Public | i
AebE LA # Circuit Protection Services

AMI Comms and Metrology Services

Carrier Network Service (4G Field Area Network) Substation Services

NetComm Services ' Gateway Services

Human-Machine Interface Services
Advanced Volt/VAr Control Services
Phasor Data Concentrator Services
SCE Network (Serial) Services Intelligent Electronic Device Services

Low Latency Comm Services

SCE Network (Optical) Services

Smart Grid Security Services (Pervasive)
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Common Cybersecurity Services

Client Security Services
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o Client Security Services
— Policy Enforcement
— Attestation
— Cryptography
— Auditing
— Device Hardening

Central Security Services

Security Console Senices

I
| Ky Encryption and Signing and
Management Drescryption Audit Servicas Authentication
Servicas Sarvices Sarvices

Interface Eecurrty Systems

Control, Monitoring, Infrastructure and Communications Systams
(i.e. any data center client)

o Central Security Services
— PKI
— Policy Management
— Key Management
— Trust Management
— Audit Management
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CCS Central Security GUI
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ViaSat Common Cybersecurity Services Central Security GUI (CSG) ® 2011 ViaSat, Inc.
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CCS Device Status

AVVC

Last seen <1 min ago
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QUALITY of TRUST ~ /

Status:
@ Trusted
. Questionable
@ Untrusted
B Unknown

©2011 ViaSat, Inc.

L} #Gridinterop Phoenix, AZ, Dec 5-8, 2011 @ﬁ@Fﬂ nt@r(@p 2(@1&



Next Steps

* Develop a detailed build-to specification for
CCS based on open standards

« Make CCS specification broadly available to
vendors, utilities, and other stakeholders

 Use CCS specification to motivate vendors
and Standards Development Organizations

* Develop certification process
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