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Smart Grid Drivers
• Smart Grid is relevant to the entire energy infrastructure 

from generation to consumption.
• The nature of connectivity of devices and systems in smart 

grid applications requires the alignment of many 
stakeholders.

• Given the great number of parties involved, efforts are • Given the great number of parties involved, efforts are 
progressing to provide an open, standards based, framework 
for the integration of devices and services. 

• Includes both technical and cognitive abilities. 
• Must optimize technical, social, political, and organizational 

factors that impact system to system performance across 
multiple parties

“IEEE PES ISGT 2013, Maturity Model for Advancing Smart Grid Interoperability”, Knight, Widergren, Mater, Montgomery Grid-Interop 2012



What is a Maturity Model
• In its simplest form, a maturity model is a set of characteristics, 

attributes, indicators, or patterns  that represent progression and 
achievement in a particular domain or discipline.

• Architecturally, maturity models typically have “levels” along an 
evolutionary scale that defines measurable transitions from one 
level to another. level to another. 

• Having measurable transition states between the levels enables 
an organization to use the scaling to 
– define its current state
– determine its future, more “mature” state
– identify the attributes it must attain to reach that future state

• For a maturity model to be effective and have impact, the 
“measurable transitions” between levels should be based on 
empirical data that has been validated in practice.
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The Evolutionary Process
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Benefits of Maturity Models
• Benchmark internal performance

– organizations can determine where they are in their improvement journey 
and set targets for future investments in performance improvement

• Catalyze performance improvement
– over a period of time, organizations can use the model as the basis for 

continuous performance improvement

• Catalyze improvements in community performance• Catalyze improvements in community performance
– organizations can not only compare their performance against peer 

organizations but also determine a “community” performance profile

• Create and evolve a common language
– create a consistent way of thinking and communicating about a domain 

that is embodied in model language or taxonomy
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Types of Models - Progression

Progression 
Models

Progression maturity models 
represent a simple progression or 

scaling of an attribute, 
characteristic, pattern, or practice. 

the movement up the maturity 
levels indicates some progression 

of maturity  

Maturity 
Models

Capability 
Models

Hybrid 
Models

For Example

SGMM

pencil and paper            abacus            calculator            computer

 Grid-Interop 2012



Types of Models - Capability

Progression 
Models

A unique application of the 
maturity model concept. In a 

capability maturity model, the 
dimension that is being measured 

is a representation of 
organizational capability around a 
set of attributes, characteristics, 

patterns, or practices.
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Hybrid 
Models

patterns, or practices.

For Example
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ad hoc            managed            defined            quantitatively managed            optimized
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A hybrid maturity model can be 
created by overlaying 

characteristics of the progressive 
model with capability attributes 
from capability maturity models.

Types of Models - Hybrid

Progression 
Models

Maturity 
Models

Capability 
Models

Hybrid 
Models

For Example

SG-IMM
ESC2M2

Useful for focusing on specific subject matter to assess maturity from the perspective of 
how well standards & best practices have been included into an organization’s capabilities.
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Types of Models - Capability
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Essential Components
• Levels

– may describe a progressive step or plateau, or an expression of capability 
or other attribute that can be measured by the model

• Model Domains
– a means for grouping like attributes into an area of importance for the 

subject matter 
• Attributes• Attributes

– typically based on observed practice, standards, or other expert knowledge
• Appraisal and Scoring Methods

– developed to facilitate assessment using the model to ensure consistency 
of appraisals and a common standard for measurement

• Improvement Roadmaps
– prescribed methods for identifying an improvement scope, diagnosing 

current state, and then planning and implementing improvement and 
verifying that it has occurred
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SGMM Example
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8 Domains: Logical groupings of smart grid related characteristics

175 Characteristics: Features you would expect to see at 
each stage of the smart grid journey 
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Moving Forward
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Thank You

Richard Caralli
Software Engineering Institute, rcaralli@cert.org

“A Primer for Applying Maturity Models to Smart Grid 
Security, Resilience, and Interoperability”

Mark Knight
CGI and GWAC Member, mark.knight@cgi.com

Austin Montgomery
Software Engineering Institute, amontgom@sei.cmu.edu
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SG-IMMSG-IMM

An Introduction to the GWAC Smart Grid 
Interoperability Maturity Model
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Agenda

• What is a Maturity Model?
• What is Interoperability?
• What Domains, Attributes, or Framework can we 

use to assess maturity?
The structure of the SG-IMM• The structure of the SG-IMM
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What is “Fast”?
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What is Interoperability?
• Interoperability is a measurable property of diverse entities that allows them 

to work together across technical, social, political, and organizational 
boundaries.

• Higher levels of interoperability maturity among diverse entities results in 
lower integration costs, faster connection of the entities and fewer operating 
problems once connected and communicating.

• “The capability of two or more networks, systems, devices, applications, or • “The capability of two or more networks, systems, devices, applications, or 
components to exchange information between them and to use the 
information so exchanged”
– Interop framework, referenced from “EICTA Interoperability White Paper”, 

European Industry Association, Information Systems Communication 
Technologies Consumer Electronics, 21 June 2004.
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Interoperability Maturity Model

• The Smart Grid Interoperability Maturity Model (SG-IMM) 
provides a measurable model for determining the interoperability 
capabilities of the interfaces between various entities in the 
electric power system.

• It is a crucial step towards defining metrics for determining the 
current quality and levels of interoperability among interacting current quality and levels of interoperability among interacting 
entities.

• It identifies areas for improvement and provides a roadmap for 
how to make incremental improvements in the interface,  and 
standards and their application (if applicable).

• Interface
– (n) a common boundary or interconnection between systems, 

equipment, concepts, or human beings
– (v) to bring together; connect or mesh

 Grid-Interop 2012



The Path Is a Spiral

PlanAct

Advancing 
interoperability 
is a process 
improvement 
problem

DoCheck
As our electric 
world evolves, 
sustaining progress 
requires a culture 
change
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A Maturity Model for Interoperability

• Interoperability questions for a community/ecosystem
– How well do participating systems integrate?
– Which interfaces need the most improvement?
– What areas of the interface deserve the most attention?

• What should an interoperability maturity model (IMM) 
accomplish?accomplish?
– Offer gap identification and guidance for improving interoperability
– Provide a means for measuring interoperability progress in a 

community
– Encourage a standards-based interoperability-aware culture with 

individual and shared roadmaps for improvement
– Be both descriptive and prescriptive
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Context-setting Framework
Cross-cutting Issues

Interoperability Categories
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Configuration 
& Evolution

Operation & 
Performance

Security & 
Safety

Organizational
(Pragmatics)

8: Economic/Regulatory Policy

7: Business Objectives

6: Business Procedures
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6: Business Procedures

Informational
(Semantics)

5: Business Context

4: Semantic Understanding

Technical
(Syntax)

3: Syntactic Interoperability3: Syntactic Interoperability

2: Network Interoperability2: Network Interoperability

1: Basic Connectivity1: Basic Connectivity
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GWAC Stack and X-Cutting Issues

The intersection of a 
Context Setting Domain and 
a Cross Cutting Domain 
forms an Interoperability 
Area.Area.
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Characteristics that govern 
interoperability maturity

Records observable 
evidence of maturity 
levels for designated 

metrics

Goals Maturity 
Levels

Metrics
(questions)

Evaluation 
Sheet

Multiple goals per 
Interop Area

Multiple metrics 
per Interop Area
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OP1-O1, O4, OP3-O1: Governance policy for time, scheduling, time 
synchronization, time order dependency and sequencing, is specified.
OP1-O6, O7: Time, scheduling, time synchronization, time order dependency, 
and sequencing requirements and mechanisms are specified to support the 
business processes.
OP5-O6, O7: Performance and reliability expectations are specified consistent 
with the business processes supported across interface boundaries.

Goals Maturity 
Levels

Metrics
(questions)

Evaluation 
Sheet
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SG-IMM Pocket Reference

Configuration & Evolution

Informational
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GWAC SG IMM Team
• Stephan Amsbary, EnerNex
• Rik Drummond, Drummond Group
• Tony Giroti, Bridge Energy Group
• Doug Houseman, EnerNex
• Mark Knight, CGI
• Alex Levinson, Lockheed Martin
• Wayne Longcore, SAP• Wayne Longcore, SAP
• Randy Lowe, American Electric Power Service Corp
• James Mater, QualityLogic
• Austin Montgomery, Software Engineering Institute – CMU
• Terry Oliver, Bonneville Power Administration
• Phil Slack, Florida Power & Light
• Andreas Tolk, Old Dominion University
• Steve Widergren, Pacific Northwest National Laboratory
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Advertisement!
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For More Information

Please see the www.gridwiseac.orgPlease see the www.gridwiseac.org
website for more information.
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Questions
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