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ES-C2M2 Background & Overview

• Challenge: Develop capabilities to manage dynamic 
threats and understand cybersecurity posture of 
the grid

• ES-C2M2 Objectives:

– Strengthen cybersecurity capabilities
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– Strengthen cybersecurity capabilities

– Enable consistent evaluation and benchmarking of  cybersecurity 

capabilities

– Share knowledge and best practices

– Enable prioritized actions and cybersecurity investments
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ES-C2M2 Development and Pilot

• Public-Private collaborative effort
• Leveraged existing guidance and 

knowledge
• Short timeframe for development• Short timeframe for development

– Initiated Jan 2012, Ver 1 released 
May 2012

– 17 pilot assessments
– Feedback resulted in significant 

changes to the model
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ES-C2M2 Domains
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• Domains are logical groupings of 
cybersecurity practices

• Each domain has a short name for easy 
reference
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The Model at a Glance
X X ReservedReserved

3 3 ManagedManaged

2 2 PerformedPerformed

1 1 InitiatedInitiated

4 Maturity Indicator Levels: Defined progressions of practices

Each cell contains practices for the domain 
at that maturity indicator level

1 Maturity Indicator Level that is reserved for future use
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1 1 InitiatedInitiated

0 0 Not PerformedNot Performed
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10 Model DomainsModel Domains: Logical groupings of cybersecurity practices
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Maturity Indicator Level 
Descriptions

Level Name Description

MIL0 Not Performed • MIL1 has not been achieved in the domain

MIL1 Initiated • Initial practices are performed, but may be ad hoc

MIL2 Performed • Practices are documented
• Stakeholders are involved
• Adequate resources are provided for the practices
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• Adequate resources are provided for the practices
• Standards or guidelines are used to guide practice 

implementation
• Practices are more complete or advanced than at MIL1

MIL3 Managed • Domain activities are guided by policy (or other directives)
• Activities are periodically reviewed for conformance to 

policy
• Responsibility and authority for practices are clearly 

assigned to personnel with adequate skills and knowledge
• Practices are more complete or advanced than at MIL2
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Domain Structure

Domain

Purpose Statement

Introductory Notes

Specific Objective(s)

Intent and overview
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Practices at MIL 1

Practices at MIL 2

Practices at MIL 3

Practices at MIL 2

Practices at MIL 3

Common Objective

One or more progressions of 
practices that are unique to the 

domain

Progression of practices that 
describe institutionalization 

activities – same in each domain
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Example Objective: ASSET-3
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Program Goals

• Enable consistent 
evaluation and 
benchmarking of 
cybersecurity capabilities
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cybersecurity capabilities

• Share Knowledge and 
Best Practices

• Prioritize Actions and 
Investments
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ES-C2M2: Industry Use and 
Adoption

• Over 153 requests
– 77+ utilities, 63+ non-utilities
– 13+ international organizations

• Facilitated self assessments are continuing
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• Facilitated self assessments are continuing

• Utilities have begun self assessments 
– Identification of desired baselines
– Prioritization of investment based on comparison of results to 

desired baseline
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Mapping with SG IMM

Organizational (O) goals ○ ○ ○ ○ ○ ◔ ○ ◔ ○ ◔

KEY:

○   Not Connected

◔   Somewhat connected

◕   Strongly Connected
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○ ○ ○ ○ ○ ○ ○
Informational (I) goals ○ ◔ ○ ○ ◔ ◔ ○ ○ ○ ○
Technical (T) goals ○ ◔ ◔ ◔ ◔ ◔ ◔ ◔ ○ ○
Configuration and evolution (CE) goals ○ ◔ ◔ ◔ ◔ ◔ ○ ◔ ○ ○
Operation and performance (OP) goals ○ ○ ○ ○ ◔ ○ ◔ ○ ○ ○
Security and safety (SS) goals ◔ ○ ◕ ◔ ◕ ◕ ◕ ◕ ◕ ◕SG
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Links and Contact Info

ES-C2M2 Model
http://energy.gov/oe/downloads/electricity-subsector-
cybersecurity-capability-maturity-model-may-2012

ES-C2M2 Self-Evaluation Tool Requests, Questions, or 
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ES-C2M2 Self-Evaluation Tool Requests, Questions, or 
Requests for Facilitation
ES-C2M2@doe.gov

Matt Light David White Fowad Muneer 

ES-C2M2 Program Manager Model Architect Cybersecurity SME

Department of Energy (Contract - Carnegie Mellon University) (Contract - ICF International) 

matthew.light@hq.doe.gov dwhite@cert.org fowad.muneer@hq.doe.gov
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