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Interconnected OT & IT
Driving to Grid 2020 NOW a- neCeSSity

* Integration of IT and OT(Operational Technology) systems is a requirement for
leveraging Smart Grid investments.
* Delivery of smart customer services such as outage event intelligence
* Efficient integration of renewable sources
* Customer energy consumption analysis and control in real time
* Increased coordination of business activities in interlinked utility domains -
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A formal Risk Management system will be needed to make the analysis of such Big
Data manageable, scalable, and effective by prioritizing inputs to the processes
which are found to be more relevant and consequential.

Current methods
= |ntrusion Detection
= [Intrusion Prevention

Point or perimeter
defense solutions

Future methods
- Cument methods
- Anomaly in
business context
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Awareness of the new OT-IT
integration requirement and a
systemic way of evaluating Security,
Efficiency and Compliance
requirements needs to be derived.

Use cases then drive the ROl model
to help prioritize the investments
required.

Threat Estimated | Actual Estimated | Actual Freg.
Financial | Financial | Posture Posturs
Loss Loss Cost Cost

Electric Estimate Derive Estimate Derive M

Theft

Denial Estimate Derive Estimate Derive M

of

Service

Meter Estimate Derive Estimate Derive N

Tamper

Water Estimate Derive Estimate Derive M

Leak

Gas Estimate Derive Estimate Derive N

Leak

Grid-Interop 2@;@




IT and OT domains integration effectiveness will depend
on

Correlated view and analysis of IT anc

OT events

Integrated Risk Management guiding

nig data analysis

Consistent ROl and Risk Management metrics

Systemic Security, Efficiency & Compli

ance engine
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